SELinux Debugqging

| was looking to debug SELINUX on a new server and kept finding complex specialty commands,

like here but all of those utilities are huge or not existent in default repos of Centos7, so | found
more native ways to troubleshoot.

cat /var/log/audit/audit. log | grep type=AVC
getsebool -a

setsebool <bool> <on/off>

Through the logs | found that | was having issues with httpd write to a directory, cache was also in
that error so | applied

semanage fcontext -a -t httpd cache t "/webapps/cache(/. *)?"

restorecon -Rv /webapps
This set and then applied the new policy to the offending directory.

This helped
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https://access.redhat.com/articles/2191331
https://www.serverlab.ca/tutorials/linux/web-servers-linux/configuring-selinux-policies-for-apache-web-servers/
https://docs.dev0.sh/user/4
https://docs.dev0.sh/user/4

